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1. Executive summary 

This document reviews the safety issues that pertain to REACTION devices and applications. It 
includes reference to and discussion of the standards and guidelines that apply to REAC|TION 
devices or applications. The document further provides a summary of the standards and guidelines 
that are applied in the assessment of risk for safety in REACTION devices and applications, with 
particular reference to the Medical Device Directive (MDD). 

The document intends to cover all aspects of safety and conformance and includes; electrical, 
mechanical, wireless, electromagnetic compatibility, communication protocols, and semantic 
interoperability. It also includes description of standards and guidelines to be used to assess risk. 

This document does not include assessment of risk for REACTION devices or applications. Risk 
assessment for specific devices and applications is contained in separate documentation for that 
device or application. Such documentation may be required for ethical approval. 
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2. Terms and Definitions 

2.1 Abbreviations and Acronyms 

BT Blue Tooth 

CEN Committee European Normalisation 

EN European Normalisation – European standard of CEN 

HCP Health Care Profile 

HDP Health Device Profile 

HL7 Health Level 7 

IEC International Electrotechnical Commission 

IEEE Institute of Electrical and Electronics Engineers 

IHE-PCD01 Integrating the Healthcare Enterprise - Patient Care Devices technical framework version1 

ISO International Organization for Standardisation 

JWG Joint Working Group 

MDD Medical Device Directive 

PHD Personal Health Device 

SPP Serial Port Profile 

USB Universal Serial Bus 
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3. Overview of Safety Issues 

3.1 Safety Issues that Apply to REACTION Applications 

Devices and applications that will be used or developed within the REACTION project shall be 
required to comply with domain and device specific safety standards that shall include; electrical and 
mechanical safety, reliability, electromagnetic compatibility and conformance, security and privacy. 
Domain and device specific standards shall be used to ensure semantic interoperability. Standards for 
risk management of networked devices and interconnection of medical devices shall be applied. 

REACTION devices shall comply with the IEC 60601 [B1] base standards and its parts such as IEC 
60601-1 [B2] with respect to electrical and mechanical safety and any device specific standard as 
defined in IEC 60601-2-XX [B3].  

REACTION devices attached to networks shall also comply with all network equipment and network 
infrastructure related standards which includes IEEE 11073-30400:2010 for Ethernet connected 
devices [B4].  

The physical interconnection between devices shall comply with appropriate standards and 
specifications pertaining to that technology to ensure interoperability:  

⎯ For Blue Tooth devices this shall be the version 2.1 Blue Tooth specification [B5] and the 
Health Device Profile [B6] where used. The Serial Port Profile (SPP) may be used for legacy 
support and development. 

⎯ For Zigbee devices this shall be Zigbee Specification Document 053474r17 [B7] and the 
Health Care Profile [B8] where used. 

⎯ For USB devices this shall be the USB specification revision 2.0 [B9] and the USB Device 
Class Definition for Personal Healthcare Devices [B10] where used. Serial port (COM) may be 
used for legacy support and development. 

⎯ Devices that conform to social alarms shall comply with EN300-220-2 [B11]. 

REACTION devices and applications shall comply where appropriate with IEEE 11073-20601a:2010 
[B12] for data communication, IEEE 11073-10101 for nomenclature [B13], and IEEE 11073-104xx 
[B14] for each specific device, to ensure semantic interoperability of data. 

REACTION devices and applications that operate within a network environment shall be subject to risk 
assessment and risk management appropriate to the application and use and should adhere to 
standards IEC 80001-1 [B15]. 

Risk assessment of medical devices is specified by ISO 14971:2007 [B16]. Risk assessment for the 
interconnection of devices shall be undertaken in accordance with the ICE standard and guidelines, 
currently under development. 
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4. Electrical and Mechanical Safety 

4.1 IEC 60601 

4.1.1 IEC 60601-1-Ed 3 (2005) Brief Summary 

IEC 60601-1 provides for the electrical and mechanical safety of medical devices. This covers issues 
such as maximum leakage current for patient connected medical devices, prevention of access to 
dangerous voltages and bio-compatibility. These aspects of medical devices are deemed specialist, 
and it is expected that manufacturers of medical devices in the REACTION project will be aware of the 
ways in which their device must comply with IEC 60601-1. It is outside the scope of this document to 
consider these issues in detail. 

4.1.2 IEC 60601-1-Ed 3 (2005) Compliance 

Manufacturers of medical devices being used within the REACTION project shall ensure that devices 
comply with IEC 60601-1 and that all documentation is available to partners for purposes such as 
making request for ethical approval. 
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5. Transmission Protocols and Safety 

5.1 IEEE 802.3 and IEEE 11073-30400:2010 

5.1.1 Background 

 
IEEE 11073-30400:2010[B4] provides for devices that are connected using IEEE 802.3 cabled 
Ethernet. It defines the clauses of IEEE 802.3 that apply. It further defines the connection sockets, 
plugs and cables for medical devices. 

 
There are no specific issues in IEEE 11073-30400:2010 of concern to medical devices in the 
REACTION project. 

 

5.2 Wireless Protocols 

5.2.1 IEEE 802.11 

IEEE 802.11, commonly known as WiFi, provides the radio physical layer for high speed local area 
networks, and is normally seen as the wireless form of IEEE 802.3 cabled Ethernet. 

However, unlike IEEE 802.3 cabled Ethernet, IEEE 802.11 suffers from all issues relating to radio 
communication. Specifically this includes not only issues of correct data transmission; range, 
interference, error, data throughput; but also issues of the interference to other equipment through 
electromagnetic compatibility (EMC). This is seen as particularly important for medical equipment. 
There are also issues relating to security. 

The problems of wireless are well known and general guidelines are available for use in the clinical 
setting. Specific guidelines relating to the issues of the use of wireless communication for medical 
devices connected to a network are to be addressed within a report in the IEC 80001 family [B15]. The 
recommendations made in this report will be adopted in REACTION. 

5.2.2 Blue Tooth 

There is little guidance on the use of Blue Tooth (BT) for medical devices. Recent development of a 
health care profile for Blue Tooth [B6] that has been adopted by the Continua Alliance will lead to an 
increase in availability of devices and this will lead to an increase in experience of its use. It is 
anticipated that at that time, guidelines will become available from appropriate standards bodies. Until 
that time, medical devices in the REACTION project will require careful risk analysis. 

 

5.2.3 Zigbee 

There is little guidance on the use of Zigbee for medical devices. Recent development of a health care 
profile for Zigbee [B7] that has been adopted by the Continua Alliance will lead to an increase in 
availability of devices and this will lead to an increase in experience of its use. It is anticipated that at 
that time, guidelines will become available from appropriate standards bodies. Until that time, medical 
devices in the REACTION project will require careful risk analysis. 
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6. Semantic Interoperability and Safety 

6.1 Background 

In addition to consideration of the electrical, mechanical, electromagnetic compatibility, physical 
transmission and communication issues, communicating medical devices must further provide 
assurance of safety with respect to semantic interoperability. Semantic interoperability refers to the 
ability to convey the meaning and interpretation of data. This is particularly important in pan-European 
projects where terms may have different meaning, and different units are employed for measures.  

Semantic interoperability can be ensured by adoption of standardised nomenclature. There are 
several standards of specific importance for the REACTION project. 

6.1.1 IEEE 11073 

IEEE 11073-10101 [B13] provides a standard nomenclature for medical devices. This covers 
nomenclature for device specific issues, units of measure, body sites, lead positions, types of device, 
types of measure, etc. This standard has been augmented by further standards that provide 
nomenclature for specialised areas such as annotation of the ECG and implanted cardiac devices. 

The IEEE 11073-10101 nomenclature further describes all aspects of the object oriented approach to 
modelling medical devices defined in IEEE 11073-10102. By adopting a common approach to 
modelling all medical devices improves interoperability, and thereby safety. 

IEEE 11073-20601 [B12] provides a standard communication protocol that is optimised for use in 
personal health devices, such as those being developed in the REACTION project. This uses the 
object oriented modelling of IEEE 11073-10102 and the nomenclature of IEEE 11073-10101. 

Additionally, a family of standards has been created to describe standard medical devices as IEEE 
11073-104xx [B14]. These, together with IEEE 11073-20601, fully define the object model of specific 
devices and extend the nomenclature of IEEE 1103-101011 where necessary to cover new devices, 
new concepts and new terms. This approach will increase interoperability and thereby safety. 

6.1.2 HL7 

HL7 defines a protocol to communicate between medical systems. It is generally considered for use 
between enterprise systems, but recent work within the IHE has extended the use of HL7 for use by 
medical devices. 

Important work also includes developing a standard representation of the object models of IEEE11073 
within the HL7 message, so that data can be conveyed transparently from the medical device as IEEE 
11073 and then mapped to the HL7 message without change of representation, only presentation. 

Use of such an approach eliminates changes of code, format or nomenclature, thus ensuring 
increased safety of the device. 

Such an approach is recommended for REACTION. 

6.1.3 SNOMED-CT 

In order to ensure semantic interoperability, medical data within medical systems is generally codified. 
Several coding schemes exist, including ICD, and SNOMED-CT. 

SNOMED CT (Systematized Nomenclature of Medicine-Clinical Terms) is considered to be the most 
comprehensive, multilingual clinical healthcare terminology in the world. 

 

  

 

                                                      
1 IEEE 11073-10101 is to be revised on a frequent basis to incorporate all new nomenclature 
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Each year, avoidable deaths and injuries occur because of poor communication between healthcare 
practitioners. The delivery of a standard clinical language for use across the world's health information 
systems can therefore be a significant step towards improving the quality and safety of healthcare. 

SNOMED CT aims to improve patient care through the development of systems to accurately record 
health care encounters. Ultimately, patients will benefit from the use of SNOMED CT, for building and 
facilitating communication and interoperability in electronic health data exchange. 

SNOMED CT intellectual property rights were transferred to the SNOMED SDO® in the formal 
creation of the IHTSDO. 

SNOMED CT was originally created by the College of American Pathologists by combining SNOMED 
RT and a computer based nomenclature and classification known as Clinical Terms Version 3, 
formerly known as Read Codes Version 3, which was created on behalf of the UK Department of 
Health and is Crown copyright. It also includes and maps nomenclature from IEEE 11073-10101. 

SNOMED CT is 

• a clinical healthcare terminology 

• a resource with comprehensive, scientifically-validated content 

• essential for electronic health records 

• a terminology that can cross-map to other international standards 

• already used in more than fifty countries 

SNOMED CT provides the core general terminology for the electronic health record (EHR) and 
contains more than 311,000 active concepts with unique meanings and formal logic-based definitions 
organized into hierarchies. When implemented in software applications, SNOMED CT can be used to 
represent clinically relevant information consistently, reliably and comprehensively as an integral part 
of producing electronic health records. 

SNOMED CT is currently used throughout electronic health systems within the NHS in the UK. 

6.1.4 LOINC 

Loinc is a coding scheme that is employed for reporting laboratory results. It is widely employed.  

6.1.5 Proprietary 

Proprietary coding schemes and representation exist. These predominate in systems provided by a 
single manufacturer and where data is rarely communicated outside a single enterprise. They are also 
prevalent in legacy systems. 

The REACTION project will likely need to integrate legacy systems with the REACTION platform. 
Where this is the case, there needs to be careful consideration of the approach. This can include 
conversion of data from the legacy format to a standard coding scheme. Alternatively data can remain 
in the original coding form, with an indicator of the coding scheme being used. There are advantages 
and disadvantages depending on the number of distinct coding schemes that exist and the likelihood 
that data will be exported to another system having a different internal coding scheme. 
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7. Risk Assessment of IT Networks incorporating Medical 

Devices 

7.1 IEC 80001-1: Application of Risk Assessment for IT Networks Incorporating 

Medical Devices 

7.1.1 Scope 

This report summarises aspects of IEC80001 that are different from ISO 14971. The IEC 80001-1 
standard requires the use of a risk management process that is compliant with ISO 14971 and 
addresses specifically how medical devices can be connected to IT Networks, including general 
purpose IT Networks, to achieve interoperability without degrading the delivery of health care in terms 
of safety, effectiveness, and data and system security. There are a number of potential risks 
associated with the incorporation of medical devices into IT Networks, including lack of support from 
manufacturers of medical devices for the incorporation of their products into IT networks, incorrect 
operation resulting from combining medical device software and other software applications, lack of 
security controls across many medical devices and the threat of cyber attack. 

IEC 80001-1 is addressed to responsible organisations, to manufacturers of medical devices and to 
providers of other information technology. It is particularly pertinent to the REACTION platform. 

7.1.2 Terms and Definitions 

Change-release management: process that ensures that all changes to the IT Network are assessed, 
approved, implemented and reviewed in a controlled manner and that changes are delivered, 
distributed, and tracked, leading to release of the change in a controlled manner with appropriate input 
and output with configuration management. 

Change permit: an outcome of the risk management process consisting of a document that allows a 
specified change or type of change without further risk management Activities subject to specified 
constraints. 

Configuration management: a process that ensures that configuration information of components and 
the IT Network are defined and maintained in an accurate and controlled manner, and provides a 
mechanism for identifying, controlling and tracking versions of the IT Network. Note: Adapted from 
ISO/IEC 20000-1:2005, Subclause 9.1. 

Data and systems security: an operational state of a medical IT Network in which information assets 
(data and systems) are reasonably protected from degradation of confidentiality, integrity, and 
availability. 

Event management: a process that ensures that all events that can or might negatively impact the 
operation of the IT Network are captured, assessed, and managed in a controlled manner; a property 
permitting diverse systems or components to work together for a specified purpose. 

IT Network (information technology network): a system or systems composed of communicating nodes 
and transmission links to provide physically linked or wireless transmission between two or more 
specified communication nodes. Note: The scope of the medical a IT Network in this standard is 
defined by the responsible organization based on where the medical devices in the medical IT 
Network are located and the defined use of the network. It can contain IT infrastructure, home health 
and non-clinical contexts.  

Key properties: three risk managed characteristics (safety, effectiveness, and data and systems 
security) of medical IT Network. 

Medical device software: software system that has been developed for the purpose of being 
incorporated into the medical device or that is intended for use as a medical device in its own right. 

Medical IT Network: an IT Network that incorporates at least one medical device. 

Medical IT Network risk manager: person accountable for risk management of a medical IT Network 
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Responsibility agreement: one or more documents that together fully define the responsibilities of all 
relevant stakeholders. 

Responsible organization: entity accountable for the use and maintenance of a medical IT Network. 

Top management: person or group of people who direct(s) and control(s) the responsible organization 
accountable for a medical IT Network at the highest level. 

7.1.3 Roles and Responsibilities 

Responsible organisation shall maintain a medical IT Network risk management file. The responsible 
organisation shall have overall responsibility for risk management for a medical IT Network, i.e. 
planning, design, installation, device connection, configuration, use/operation, maintenance, and 
device decommissioning. Compliance will be assessed by the responsible organisation.  

The responsible organization shall obtain the accompanying documents and additional documentary 
information for a medical device incorporated in an IT Network as necessary to perform risk 
management for the medical IT Network, including any known hazardous situations that need to be 
managed by the responsible organization. These documents shall be maintained in the medical IT 
Network risk management file. 

The top management shall be responsible for establishing policies (risk management policy and risk 
acceptability policy), allocating resources including assignment of qualified personnel, monitoring the 
risk management process to ensure suitability and effectiveness of the process and review the results. 

Different from ISO 14971, IEC 80001-1 defines another role, medical IT Network risk manager. The IT 
Network risk manager shall be appointed by the top management and be responsible for managing 
the risk management process during design, putting the network into use, managing necessary 
communication between the internal and external participants of the risk management process (like 
medical device manufacturers, other suppliers of IT equipment/software/services, clinical users, 
technical support team like biomedical engineers), change-release management and change 
management throughout the entire life cycle. Although the risk management tasks may be delegated, 
the medical IT Network risk manager remains responsible for ensuring their adequate performance. 
The medical IT Network risk manager is responsible for consolidating all project risk management 
activities into a single risk management file for the medical IT Network. 

Each medical device manufacturer shall provide accompanying documents to the responsible 
organisation that describe the intended use and give instructions necessary for safe and effective use 
of the medical device. The accompanying document shall include required characteristics and 
configuration for the IT Network incorporating the medical device, technical specifications of the 
network connection, intended information flow between device(s) on the medical IT Network and a list 
of hazardous situations resulting from a failure of the IT Network. 

Providers of other information technology (e.g. infrastructure components/services, client devices 
(non-medical), servers, applications software or middleware) shall provide accompanying 
documentation with essential information such as technical description or manuals, information for 
network connectivity, product configuration, operating requirements and cyber security notices. 

7.1.4 Life Cycle Risk Management in Medical IT Networks 

The policy for risk management for incorporating medical devices in IT Networks shall be defined and 
documented by the top management. The policy shall include criteria for risk acceptability and a 
description of processes relevant to IT Networks (e.g. event management, change-release 
management, configuration management and monitoring). 

The risk management process shall be carried out by the medical IT Network risk manager. 
Compliance is checked by inspection of the medical IT Network risk management file. 

The responsible organisation shall plan the risk management by maintaining risk-relevant asset 
description, i.e. list of assets including hardware, software and data Medical IT Network 
documentation: this document shall include network configuration (both physical and logical), applied 
standards, network communication requirements, etc. 

The responsible organisation shall determine the need for responsibility agreement(s) defining the 
responsibilities of all relevant stakeholders. The responsibility agreement may cover project(s) and 
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maintenance of medical IT Networks, and shall identify responsibilities and activities for all aspects of 
the medical IT Network life cycle.  The responsibility agreement shall contain at least the definition of 
roles and responsibilities in the risk management process, a list of the medical devices incorporated 
into the medical IT Network and a list of accompanying documents to be supplied by the device 
manufacturers together with the names of organisations responsible for the provision of technical 
information necessary for the completion of the project. The agreement shall also identify the nature of 
the co-operation required and responsibilities if any co-operation of manufacturers and/or other 
organisation is required. 

The risk management plan for the medical IT Network: the responsible organisation shall establish 
and maintain a risk management plan for the medical IT Network. The plan shall contain a description 
of the medical IT Network (including intended use, expected benefit and identified stakeholder), a 
description of activities, roles and responsibilities for all parties involved with respect to the risk 
management and criteria for risk acceptability.  

IEC 80001-1 applies a risk control management process that is compliant with ISO 14971. The 
medical IT Network risk manager is responsible for managing the risk management process. 

Change-release management and configuration management: For any change to an existing medical 
IT Network, the responsible organisation shall apply and document a change-release management 
process. The medical IT Network risk manager shall: 

o Ensure that a change-release management process includes the risk management process. 

o Assess the results of the risk management process for approval and acceptability. 

In order to control the versions of the medical IT Network, the responsible organisation shall document 
and apply a configuration management process across all risk management processes. 

The responsible organisation shall decide whether the change requirements are met by an applicable 
change permit. If no applicable change permit exists, a medical IT Network project shall be initiated.  

A change permit is a way of avoiding unnecessary repetition of risk management for some frequent 
activities. Based on the results of risk management activities, the responsible organisation may decide 
that a specified type of routine change (e.g. adding a user) may be performed with acceptable risk, 
subject to specified constraints (e.g. a limit on the number of users) and may define a change permit 
which allows such routine changes and specifies the constraints. 

Change permits shall be maintained in the medical IT Network risk management file.  

Medical IT Network projects: The responsible organisation shall establish and maintain a project plan 
for change and activity that has the potential to introduce new risk. The project plan shall provide 
requirements for risk management activities, a description of the project including the parts affected by 
the project and the scope of the planned changes to the medical IT Network. The scope shall include, 
but not limited to, specifications of components (both software and hardware) relevant to the project, 
and physical and logical configuration of the medical IT Network before and after the planned 
changes. 

The project plan shall be kept in the medical IT Network risk management file in accordance with the 
life cycle processes of event management, change-release management, and configuration 
management. 

Go-live: Before going live, the medical IT Network risk manager shall approve the specified change to 
the medical IT Network and the responsible organization shall review the medical IT Network residual 
risk. The approval of the medical IT Network residual risk shall be documented in the medical IT 
Network risk management file. 

7.1.5 Live Network Risk Management 

After the medical IT Network is put into use, as a part of the risk management plan, the responsible 
organisation shall monitor for emerging or increasing risks, effectiveness of risk measures and 
accuracy of estimated risks (similar to gathering safety-related post production information in ISO 
14971). 

If potential increase in risk associated with the network or its components is detected, the event 
management process shall be initiated and significant findings shall be reported to the responsible 
organisation. 
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Event Management is used to capture, document and evaluate safety relevant events and, if 
necessary, propose changes through change-release management.  

Document control: The standard uses the Medical IT Network risk management file to provide 
traceability for each identified hazard across the risk management process. 

7.2 Relevance to REACTION 

The REACTION platform will, in many instances, include medical devices within an IT Network. 
Furthermore, the platform will be defined for use in a number of environments, including; in the 
hospital; in primary care health centres; and in the home. Hospital and primary care are both clinical 
settings, and would be expected to be subject to the same risk management processes. 

REACTION will also have to consider risk management for medical devices in an IT Network in the 
home of the patient. Although not designed for such a setting, IEC 80001-1 will provide essential 
guidelines that should be followed in determining risk for operation of REACTION devices in such a 
manner. 
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8. Risk Assessment of Medical Devices 

8.1 ISO 14971:2007 - Application of Risk Management to Medical Devices 

8.1.1 Background 

ISO 14971 provides a logical sequence of stages for risk management to ensure safety of medical 
devices and is addressed to medical device manufacturers. ISO 14971 emphasizes that the risk 
management process is an ongoing process of review and risk assessment throughout the medical 
device life cycle, and therefore sees post-market surveillance as a key tool in this process. Different 
from IEC 80001-1, which applies to medical devices on the same IT Network by a third party, ISO 
14971 applies to medical devices that are on a physically isolated IT Network. 

8.1.2 Terms and Definitions 

Risk management: systematic application of management policies, procedures and practices to the 
tasks of analysing, evaluating, controlling and monitoring risk. 

Harm: Physical injury or damage to the health of people, or damage to property or the environment. 

Hazard: potential source of harm. 

Risk: combination of the likelihood of harm and the severity of that harm. 

Intended use/purpose: use for which a product, process or service is intended according to the 
specifications, instructions and information provided by the manufacturer. 

Residual risk: risk remaining after risk control measures have been taken. 

Risk analysis: systematic use of available information to identify hazards and to estimate the risk. 

Risk evaluation: process of comparing the estimated risk against given risk criteria to determine the 
acceptability of the risk. 

Risk assessment: overall process comprising a risk analysis and a risk evaluation. 

Risk control: process in which decisions are made and measures implemented by which risks are 
reduced to, or maintained within, specified levels. 

Risk estimation: process used to assign values to the probability of occurrence of harm and the 
severity of that harm. 

Use error: act or omission of an act that results in a different medical device response than intended 
by the manufacturer or expected by the user. 

In vitro diagnostic medical device (IVD medical device): medical device intended by the manufacturer 
for the examination of specimens derived from the human body to provide information for diagnostic, 
monitoring or compatibility purposes. 

Top management: person or group of people who direct(s) and control(s) a manufacturer at the 
highest level. 

Life cycle: all phases in the life of a medical device, from the initial conception to final 
decommissioning and disposal. 

8.1.3 General Requirements for risk management 

8.1.3.1 Risk Management Process 

The risk management process involves identification of all potential hazards associated with the 
medical devices, including in-vitro diagnostic (IVD) medical devices, assessment of the associated 
risks, risk control, i.e. minimisation of risks or reducing them to an acceptable level, evaluation of 
overall residual risk for acceptability and documentation.  
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The risk management process needs to be iterative, covering each risk in turn and returning to the 
earlier steps if the risk control measures introduce new hazards or when new information that could 
affect the device safety becomes available or if any modifications have been carried out. 

8.1.3.2 Management Responsibilities 

The top management shall provide an overall guidance on the risk management process. They are 
responsible for defining the policy for risk acceptability based on applicable national or regional 
regulations and relevant international standards, establishing a risk management process as a part of 
the design, carrying out periodic reviews of the risk management activities for their effectiveness and 
suitability and rectifying weaknesses, and documenting decisions and actions taken.  

The top management shall provide adequate resources and assign qualified personnel for risk 
management. 

8.1.3.3 Qualification of personnel 

The risk management process should be performed by a multi-disciplinary team, consisting of people 
with complementary skills, such as people who are knowledgeable of the design/construction/use of 
the particular device/service or similar devices/services, technologies involved and risk management 
techniques. 

8.1.3.4 Risk Management Plan 

The manufacturer shall establish and maintain a risk management plan for each medical device in 
accordance with the risk management process. The risk management plan shall provide an organised 
approach for the risk management process and shall include: 

a) description of the particular medical device including its intended use and expected benefits 

b) mapping of all elements of the risk management process to the manufacturer’s defined 
product life-cycle  

c) Assignment of responsibilities and authorities for the execution of specific risk management 
activities, e.g. reviewers, experts, independent verification specialists, approval authorities   

d) Requirements for monitoring the risk management activities  

e) Criteria for risk acceptability, based on the manufacturer’s policy for determining acceptable 
risk, including criteria for accepting risks when the probability of occurrence of harm cannot be 
estimated 

f) Risk management report (Details of the verification activities, effectiveness of the risk control 
measures,etc)  

g) Methods of gathering relevant post-production information from various sources such as 
users, service personnel, training personnel, reports and customer feedbacks (and this 
information will be fed back to the risk management process) 

Note 1: refer to Annex F of ISO 14971 for guidance on developing a risk management plan 

Note 2: refer to Annex D.4 ISO 14971 for guidance on risk acceptability and methods used in risk 
evaluation 

8.1.3.5 Risk Management File 

The manufacturer shall establish and maintain a risk management file. This file shall provide 
traceability for each identified hazard to demonstrate that the risk management process has been 
applied correctly and to assure completeness of the risk management process. Incompleteness at any 
stage of the risk management process, e.g., unidentified hazard, risks not assessed, unspecified risk 
control measures, unimplemented or ineffective risk control measures might jeopardize safety. The 
risk management file, in essence, provides an evidence of conformance to the requirements of the 
standard. The following are documented in the risk management file: 

o Project description and plan 
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o Risk management plan 

o Requirements for risk management activities 

o Scope of any planned changes 

o Identified hazards/hazardous situations and their consequences 

o Risk control measures chosen and effectiveness of these measures 

o Any decisions made including the rationale throughout the risk management process  

o Evaluation of the new risks arising from risk control activities, e.g. changing a part of the 
device, change of medical network or decommissioning of the device 

8.1.4 Risk Analysis 

The manufacturer should think about and shall identify and document all characteristics affecting 
safety of the medical device by taking into account the intended users and situations other than those 
intended/foreseen by the manufacturer. 

The manufacturer shall identify known or foreseeable hazards and estimate the associated risks using 
available information or data. If the likelihood of the hazard cannot be estimated, the possible 
consequences shall be listed for use in the risk evaluation and risk control. 

Intended use and any foreseeable misuse, the implementation of the planned risk analysis activities 
results of these activities shall be recorded in the risk management file. 

Note 1: refer to Annex C ISO 14971 for sample questions that can be used to identify medical device 
characteristics that could impact on safety 

Note 2: refer to Annex D ISO 14971 for guidance on risk analysis   

Note 3: refer to Annex G ISO 14971 for some risk analysis techniques 

Note 4: refer to Annex I ISO 14971 for risk analysis techniques for toxicological hazards 

8.1.5 Risk Evaluation 

The manufacturer shall evaluate risk associated with each identified hazard and hazardous situation, 
and decide whether the estimated risk is acceptable using the risk acceptability criteria defined in the 
risk management plan. Unacceptable risks shall be passed onto the risk control procedure for risk 
reduction.  

The decision and rationale for each decision shall be documented in the risk management file. 

8.1.6 Risk Control 

The manufacturer or responsible organisation shall identify appropriate risk control measures and 
record them for each unacceptable risk until the residual risk is judged to be acceptable. The 
manufacturer shall use one or more of the following risk control measures listed in priority order: 

a) Inherent control by design 

b) Protective measures (e.g. including alarms, barriers) 

c) Information for safety (e.g. warnings, user documentation, training) 

If practicable, the medical device should be designed to be inherently safe. If this is not possible then 
protective measures such as barriers or alarms are appropriate.  

The risk control may trade-off key properties, in priority order of safety, effectiveness and data and 
system security. 

If the manufacturer determines that required risk reduction is not practicable, the manufacturer shall 
employ a risk/benefit analysis, i.e. determine whether the benefit of the medical device to the patient 
outweighs the residual risk.  

The manufacturer/responsible organisation shall select risk control measures and verify their 
implementation and effectiveness, and document decisions, rationale for decisions and the results. 
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After the risk control measures are applied and verified, the manufacturer shall assess both individual 
risks and combined impact of the individual risks, i.e., overall residual risk, for acceptability using the 
criteria defined in the risk management plan. 

The manufacturer shall review and document the effects of risk control measures to identify any new 
or increased, and follow all necessary steps of the risk management process for these risks. 

8.1.7 Evaluation of overall residual risk acceptability 

The manufacturer shall decide if the combined effect of the individual residual risks, i.e. overall 
residual risk, is acceptable based on the criteria defined in the risk management plan. 

For a risk judged unacceptable, the manufacturer may gather and review data and literature to 
determine whether the benefits of the intended use outweigh the overall risk and decide whether to 
proceed with the medical device. If the manufacturer decides benefits outweigh the overall residual 
risk, then the overall residual risk can be judged acceptable. 

For residual risks that are identified as acceptable, the manufacturer shall decide which residual risks 
to disclose, to whom the information is provided, how much detail is needed and how it will be 
disclosed. Users should be informed of significant residual risk and resulting benefits so that users can 
make informed decisions or can take appropriate actions to minimise the risk (refer to Annex J of ISO 
14971). 

8.1.8 Risk Management Report 

Prior to release for commercial distribution of the medical device, the manufacturer shall review the 
risk management process to ensure correct implementation of the risk management process and to 
confirm that the required objective(s) have been achieved.  

The responsibility for review should be assigned in the risk management plan to persons having the 
appropriate authority. 

The results of this review shall be recorded as the risk management report and included in the risk 
management file.  

8.1.9 Production and Post-production information 

The manufacturer should monitor post-production information for data that affect risk estimates in 
order to improve the risk management process. Therefore, the manufacturer shall  

o maintain a scheme to gather information about the particular medical device in the production 
and post-production phases 

o evaluate the information for possible relevance to safety and effects on the risk estimates  

o determine if new risk(s) appear when the device is in use and/or reassessment of risk is 
necessary 

o review new or revised standards 

o review publicly available information about similar medical devices on the market   

 

The results of this review and evaluation shall be recorded in the risk management file. 

 

8.2 Relevance of ISO 14971:2007 to REACTION 

ISO 14971 is very specific in its application and intent, and places direct responsibility of risk 
assessment and management on the device manufacturer, where a device is used in isolation, within 
an isolated system, and for intended purposes. 

ISO 14971 shall apply to medical devices developed within REACTION, and it is the responsibility of 
the medical device manufacturer to ensure compliance with the standard where the device is used for 
intended purpose. 
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Where a medical device is employed within REACTION for a purpose for which is was not designed or 
intended, then ISO 14971 will not apply to the manufacturer, and the responsibility for risk assessment 
and management will fall upon the Ethical Committee of the REACTION project. All non intended use 
of medical devices will be subject to receiving ethical approval from the appropriate national 
organisation. 

The REACTION project will in this case undertake risk assessment and management in accordance 
with ISO 14971. 

 

8.3 EN/IEC 62304 – Medical Device Software – Software Life-Cycle Processes  

8.3.1 Scope 

This standard defines the life cycle requirements for safety of medical device software. The set of 
processes, activities, and tasks described in this standard establishes a common framework for 
medical device software life cycle processes.  

The standard emphasizes the combination of three principles for safety of medical device software, 
namely risk management, quality management and software engineering, and aims to focus on 
software engineering aspects. 

This standard provides a detailed development and maintenance process for high quality and safe 
medical device software when software is itself a medical device or when software is an embedded or 
integral part of the final medical device. EN/IEC 62304 uses a software risk management process 
compliant with ISO 14971, as a part of medical device risk management process. If a medical device 
contains software that can lead to a hazard, then EN/IEC 62304 should be taken into account. This is 
because ISO 14971 does not specifically address the risk control in the software development life 
cycle. EN/IEC 62304 provides additional requirements for software risk control including software 
contributing to a hazardous situation or software that is used to control medical device risks.  

This standard does not cover validation and final release of the medical device, even when the 
medical device consists entirely of software. 

Plans, procedures and documentation for risk management activities can be a series of separate 
documents or a single document or they can be integrated with the medical device risk management 
activities and documentation. 

8.3.2 Terms and Definitions 

Architecture: organizational structure of a system or component. 

Change request: a documented specification of a change to be made to a software product. 

Medical device software: software system that has been developed for the purpose of being 
incorporated into the medical device being developed or that is intended for use as a medical device in 
its own right. 

Regression testing: the testing is required to determine that a change to a system component has not 
adversely affected functionality, reliability or performance and has not introduced additional defects. 

Safety: freedom from unacceptable risk. 

Security: protection of information and data so that unauthorized people or systems cannot read or 
modify them and so that authorized persons or systems are not denied access to them. 

Serious injury: injury or illness that directly or indirectly: 

a) is life threatening, 

b) results in permanent impairment of a body function or permanent damage to a body 
structure, or 

c) necessitates medical or surgical intervention to prevent permanent impairment of a body 
function 
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d) or permanent damage to a body structure. 

Software development life cycle model: conceptual structure spanning the life of the software from 
definition of its requirements to its release for manufacturing, which: 

– identifies the process, activities and tasks involved in development of a software product, 

– describes the sequence of and dependency between activities and tasks, and 

– identifies the milestones at which the completeness of specified deliverables is verified. 

Software item: any identifiable part of a computer program. 

Note 3: terms identify the software decomposition. The top level is the software system. The lowest 
level that is not further decomposed is the software unit. All levels of composition, including the top 
and bottom levels, can be called software items. A software system, then, is composed of one or more 
software items, and each software item is composed of one or more software units or decomposable 
software items. The responsibility is left to the manufacturer to provide the definition and granularity of 
the software items and software units. 

Software product: set of computer programs, procedures, and possibly associated documentation and 
data. 

Software system: integrated collection of software items organized to accomplish a specific function or 
set of functions. 

Software unit: software item that is not subdivided into other items. 

Note 4: Software units can be used for the purpose of software configuration management or testing. 

SOUP - software of unknown provenance (acronym): Software item that is already developed and 
generally available and that has not been developed for the purpose of being incorporated into the 
medical device (also known as “off-the-shelf software”) or software previously developed for which 
adequate records of the development processes are not available. 

8.3.3 General Requirements 

Quality Management System  

The manufacturer of the medical device software shall demonstrate the ability to meet the applicable 
regulatory requirements to ensure reliable software (e.g. compliance with ISO 13485 or a national 
quality management system standard). 

Risk Management  

The manufacturer shall use a software risk management process compliant with ISO 14971 standard, 
as a part of medical device risk management process. 

Software Safety Classification 

The manufacturer shall assign to each software item a software safety class based on severity and 
document it into the risk management file. There are three software safety classes; class A: no injury 
or damage to health is possible, class B: Non-serious injury is possible, class C: death or serious 
injury is possible.  If a software failure leads to a hazard, then the probability of such failure is 
assumed to be 100%. After a risk reduction process, a new software safety classification should be 
carried out. When a software system is decomposed into software items, such software items shall 
inherit the software safety classification of the original software item. 

8.3.4 Software Development Process 

This part includes all the stages of software development and testing from planning to software 
release, i.e. software development planning, software requirements analysis including functional 
specifications and risk control measures, software architectural design, software detailed design, 
software unit implementation and verification, software integration and integration testing, software 
system testing and software release. 
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8.3.5 Software Maintenance Process 

This includes establishing software maintenance plan (identify procedures for implementing 
maintenance activities and tasks), problem and modification analysis and modification implementation. 

8.3.6 Software Risk Management Process 

This includes analysis of software contributing to hazardous situations, risk control measures, 
verification of risk control measures implemented in software and risk management of software 
changes. The process shall be compliant with ISO 14971. 

8.3.7 Software Configuration Management Process 

This process includes configuration identification (i.e. establishing means to identify configuration 
items, identifying of software with unknown provenance (SOUP), identifying system configuration 
documentation), change control (approval of change requests, implementation and verification of 
changes, means of traceability of change), configuration status monitoring and documentation. 

8.3.8 Software Problem Resolution Process 

This includes preparation of problem reports, investigation of the problem, advising relevant parties, 
use of change control process, maintaining records, analysing problems for trends, verification of 
software problem resolution and inclusion of test documentation. 

 

8.4 Relevance of EN/IEC 62304 to REACTION 

The REACTION platform will comprise many software items that will manage patient information and 
therefore fall under EN/IEC 62304. Although software development may be prototype in form and 
intended only for research purposes, EN/IEC 62304 should be applied as good practice, and may be 
necessitated in some countries for compliance with MDD. 

 

8.5 ICE – Integrating the Clinical Environment 

There is an initiative to develop methodology to identify and manage risks associated with connecting 
together multiple medical devices, especially where data from one is being used to control another. 
The work is currently under auspices of the IEEE 11073 committee and is in early stages of 
development. The closed loop glucose control of REACTION may be a suitable case study for this 
work. 
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9. Medical Devices Directive 

9.1 General Summary 

The Medical Device Directives harmonise the rules on the free circulation of medical devices in the 
EU. In order to conduct a clinical investigation of a medical device, manufacturers must prove they 
meet the applicable safety and administrative requirements detailed in the directives. Within the EU’s 
framework of regulation, the Medical Device Directive is of the most importance with regards to 
REACTION as it covers many types of medical software. If under the REACTION project clinical 
investigations are to be carried out, they must be conducted under the rules laid out in the Medical 
Device Directive. An application would involve several important requirements. The manufacturer must 
include the required documentation and labels with the device. The manufacture must also provide a 
statement to the relevant competent authorities indicating how it has complied with the essential 
requirements of the MDD (except those essential requirements that only apply where a device is being 
placed on the market after a clinical investigation). If the manufacturer has included all documentation 
needed to show such compliance, authorisation from the competent authority of the member state in 
question can be granted. 

9.2 Introduction 

Prior to the introduction of the EU framework on Medical Devices in the 1990s, the regulation of 
medical devices was subject to the differing regimes of each member state. This created barriers 
towards the functioning of the internal market. As a consequence the Commission decided to 
harmonise regulation in the area of the medical devices so as to remove obstacles to the internal 
market. The framework on medical devices consists of three directives. These are; 
 

 The Medical Devices Directive (MDD) 93/42/EEC (as amended by Directive 2007/47/EC),  
 

 The Active Implantable Medical Devices Directive (AIMD) 90/385/EEC (as amended by 
Directive 2007/47/EC)  

 
 The In Vitro Diagnostic Medical Devices Directive (IVDMD 98/79/EEC.  

 
The MDD is applicable to most medical devices, with the AIMD2 and the IVDMD3 applying in only 
more narrowly defined circumstances. The focus of this document is therefore on the MDD as it is 
likely that it will apply to most RECTION components4. In order to be placed on the market all products 
that fall within the scope of the directive and meet its requirements are required to bear an EC-
conformity mark to show compliance with the directive. The aim of this is to allow products that 
conform to the directive’s requirements to be sold freely throughout the EEA without hindrance from 
national governments. As Callens [B17] points out, the MDD was important for the e-health sector 
especially with regard to medical software that is used in many applications5. The directive is not only 
of importance however for devices which are ready to be placed on the market. This is because there 
are, broadly speaking, two regimes for the use of devices under the MDD, one is for clinical 
evaluation/clinical investigations, the other is for general release on the market with the CE stamp. 
The information below is concerned with the legal requirements for a clinical investigation as 
perceived in task T7.5 of the REACTION project. The following sections will focus on the provisions of 
the directive that might have a possible impact on the REACTION project. Devices which are to be 

                                                      
2 This Directive covers all powered medical devices implanted and left in the human body, such as pacemakers, implantable defibrillators, implantable 

infusion pumps, cochlear implants and implantable neuromuscular stimulators. The Directive also covers implanted passive parts of active devices such as 

pacemaker leads and adapters, and external parts that are 

an essential part of the systems, e.g. pacemaker programmers. 

3 This Directive covers any medical device, reagent, reagent product, kit, instrument, apparatus or system which is intended to be used for the in vitro 

examination of substances derived from the human body, such as blood grouping reagents, pregnancy testing and Hepatitis B test kits. 

4 The AIMD might apply however in the case of an insulin pump used in a closed loop glycemic control system. At this stage it is not certain that such a 

device will be produced by REACTION. If such a device is produced the regulatory position will be outlined in a future document. 

5 Callens., Stefaan, ‘The EU Legal Framework on E-health’ in Mossailos., E, Permanand., G, Baeten., R, Hervey., T ,“Health Systems Governance in 

Europe” Cambridge University Press 
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used in clinical investigations under the REACTION project must comply with these requirements in 
order to be used in such investigations. Evidence of compliance with such requirements must be 
included in a statement to the relevant authorities before authorisation is granted for clinical 
investigations (See Section BI below). 

Note: The Medical Devices Directive (MDD) has been subsequently amended by four directives and 
one regulation. In reviewing the Medical Device Directive the following analysis also takes into account 
the amendments made to it by subsequent directives.  These include: 

 
• Directive 98/79/EC of the European Parliament and of the Council of 27 October 1998 

 
• Directive 2000/70/EC of the European Parliament and of the Council of 16 November 2000 

 
• Directive 2001/104/EC of the European Parliament and of the Council of 7 December 2001 

 
• Regulation ( EC) No 1882/2003 of the European Parliament and of the Council of 29 

September 2003 
 

• Directive 2007/47/EC of the European Parliament and of the Council of 5 September 2007 
 

9.3 Medical Devices and their Categories  

9.3.1 Definition of a ‘Medical Device’ 

In order decide whether a device is subject to the rules of the directive it must be discerned whether it 
is a ‘medical device’ or not. The definition of what exactly is a medical device6 is described as any 
“instrument, apparatus, appliance, software, material or other article, whether used alone or in 
combination, including the software intended by its manufacturer to be used specifically for diagnostic 
and/or therapeutic purposes and necessary for its proper application”. 

Such a device should be intended by the manufacturer for one of a number of defined purposes, one 
of which is, “diagnosis, prevention, monitoring, treatment or alleviation of disease”7. Devices not used 
for this purpose, including software, would therefore not be classed as a ‘medical device’ and 
therefore not be governed by the directive8. However, software that does not perform one of the above 
functions itself will still be considered a medical device if it is used in combination with another medical 
device that does. 

9.3.2 The Categorisation of Medical Devices. 

Medical devices are split into four different classes, being I, IIa, IIb and III9. The properties of a device 
determine which class it falls into. 

Non Invasive Devices  

In general all non invasive devices are categorised as Class I devices10. There are however certain 
exceptions to this11. These include devices intended for channelling or storing blood (Class IIa), 
devices intended to modify the biological or chemical composition of blood or other body liquids (Class 
IIa), certain devices that come into contact with wounds (Class IIa or IIb) or injured skin (Class IIa or 
IIb) (unless they are merely acting as a mechanical barrier in which case they are still Class I)12.  

                                                      
6 Article 2 (a) 
7 ‘Investigation, replacement or modification of the anatomy or of a physiological process’ and ‘control of conception’ are also given as valid purposes. 

8 This might apply for instance to the software used in medical databases. 

9 Article 9 

10 Annex IX Rule 1 

11  Annex 9 Rules 2 - 4 

12 Exceptions are also made for non invasive devices which are connected to invasive devices which may be Class II or higher. 
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Invasive Devices  

These devices are generally classified according to their intended duration of use.  Those intended for 
use in body cavities or openings can be categorised as Class I or IIa depending upon their intended 
duration of use13.  

Surgically invasive devices which are intended only for ‘transient use’ are generally categorised as 
Class IIa devices. The exceptions to this are: a) devices used to control, diagnose or monitor a heart 
or central circulatory system defect through direct contact (Class III); b) reusable surgical instruments 
(Class I); c) instruments that are used in direct contact with the central nervous system (Class III); d)  
devices which supply ionizing radiation (Class IIb), devices intended to have a biological effect or to be 
wholly or mainly absorbed (Class IIb); and e) those intended to administer medicine in a potentially 
dangerous manner (Class IIb).  

Surgically invasive devices intended for ‘short term use’ are also generally Class IIa. The exceptions 
stated above for transient devices of type a), c), d) and e) apply to devices of short term use also14. In 
addition to this, is the category of transient surgical devices which undergo chemical changes in the 
body (except those planted into the teeth) which are categorised as Class IIb).  

All ‘long term’ implantable and surgically invasive medical devices are presumed to be in Class IIb 
unless15: they are intended to be implanted in the teeth (again Class IIa); those used in direct contact 
with the heart, the circulatory system or the central nervous system (Class III; those meant to have a 
biological effect or to be wholly or mainly absorbed in the body (Class III); and those devices intended 
to undergo a chemical change in the body (unless they are placed in the teeth or are used to 
administer medicines) (Class III). 

Active Medical Devices16 

All active therapeutic medical devices intended to administer or exchange energy are categorised as 
Class IIa unless they do so in a potentially hazardous way, in which case they are categorised as 
Class IIb17. Active devices intended to monitor the performance of active therapeutic devices or 
influence their performances are also in Class IIa. 

Active Devices for Diagnosis 

These are in Class IIa if they will supply energy to be absorbed by the human body, if they are 
intended to image in vivo distribution of radiopharmaceuticals or they allow direct diagnosis or 
monitoring of vital pharmaceutical processes (unless such monitoring is in areas where changes could 
result in immediate danger to the patient e.g. changes in breathing or CNS activity (Class IIb). Devices 
intended to emit ionizing radiation for diagnostic and therapeutic purposes however will be categorised 
as Class IIb. Active devices which are intended to administer/remove medicines are also caught by 
the general classification of Class IIa unless this involves the administration of a potentially dangerous 
substance in a manner that could be dangerous, in which case they are classified as Class IIb. 

Special Categories of Products. 

There are also rules for the categorisation of the following special categories of products;18 

• Devices incorporating medicinal products as an integral part and which are liable to act upon 
the human body with ancillary action to that of the Medical Device itself are categorised as 
Class III; 

                                                      
13 See Annex 9 Rule 5. Devices intended for transient duration are classified as type I, devices intended for long term duration are classified 

as type IIa and devices intended for long term use are classified as type IIb (except those to be used in the oral cavity as far as the pharynx, in 

the ear  as far as the ear drum, in a nasal cavity and which are not liable to be absorbed by a mucosal membrane, such long-term devices are 

categorised as IIa). 

14 Except those short term devices which supply radiation to the body which are classified as Class III 

15 Annex IX Rule 8 

16 Active Implantable Devices are covered by the Active Implantable Medical Devices Directive (AIMD) 90/385/EEC 

17 Annex IX Section 3.1 

18 Annex IX Rules 13-18 
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• Devices that incorporate human blood or one of its derivatives as an integral part (Class III); 

 
• Devices used for contraceptive purposes or those used to prevent the transmission of STD’s 

are classified as Class IIb, unless they are implantable or long term devices, in which case 
they are categorised as Class III; 

 
• Devices for cleaning, disinfecting or rinsing, or when appropriate, hydrating contact lenses 

(Class IIb); 
 

• Devices intended to disinfect medical devices (Class IIa); 
 

• Devices which are intended to disinfect invasive medical devices (Class IIb); 
 

• Devices specifically intended for the recording X-ray diagnostic images (Class IIa); 
 

• Devices which utilize animal tissues or their derivatives (rendered non-viable) are in Class III 
(unless such devices are intended to come into contact with intact skin only); 

 
• Blood bags are categorised as Class IIa. 

 

9.4 Requirements placed upon Manufacturers when Medical Devices are used for the 

process of Clinical Investigation19.  

The directive contains special requirements for the manufacturers of Medical Devices intended for use 
in Clinical investigations20.  

9.4.1 Statement of Purpose 

For such devices the manufacturer must produce a statement for the authorities of the relevant 
member state21. Such a statement must contain the following items (if applicable);22 

 
• data allowing identification of the device in question; 
• the clinical investigation plan; 
• the investigator's brochure;23 
• the confirmation of the subjects’ insurance status;24 
• the documents used to obtain informed consent;25 
• a statement indicating whether or not the device integrates as an integral part a substance  or 

human blood derivative26; 

                                                      
19 There are also special requirements for the manufacturers of custom devices to meet. Custom devices are those that are tailor made for 

certain individuals. See Annex VIII Section 1 of the MDD. 

20 Article 15 of the MDD states that manufacturers of devices intended for clinical investigation must adhere to the requirements of Annex 

VIII of the directive. 

21 For Example the Medicines and Health Care Projects Regulatory Agency (MHRA) is the relevant UK authority for applications for 

clinical investigations. 

22 Article 15(1) 

23 This was a result of Directive 2007/47/EC which came into force in March 2010 and updated the MDD. 

24 Ibid 

25 This implies that devices can only be used for clinical investigation on those who are able to give fully informed consent.. This can create 

problems in certain situations in some states where individuals are unable to give consent themselves and proxy consent is not permitted. See 

for example Druml., C, Singer., E “The European Directive: a further blow to science in intensive care medicine in Austria” Intensive Care 

Med (2004) 30:335 which describes problems that have arisen in Austria as a result of the need of patients to give informed consent. 

26 Precise details of what can be considered as a blood derivative are provided in Annex I, Section IV. 
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• A statement indicating whether the device is manufactured utilising tissues of animal origin as 
referred to in directive 2003/32/EC; 

• the opinion of the ethics committee concerned and details of the aspects covered by its 
opinion;27 

• the name of the medical practitioner or other authorized person and of the institution 
responsible for the investigations; 

• the place, starting date and scheduled duration for the investigations; 
• a statement that the device in question conforms to the essential requirements (See Section 

9.5)28 apart from the aspects covered by the investigations and that, with regard to these 
aspects, every precaution has been taken to protect the health and safety of the patient. 

 
Member states may react differently to statements made by manufacturers depending on the 
categorisation of the device in question.  For Class I devices, the relevant authorities of a member 
state may allow manufacturers to commence clinical investigations immediately after receiving the 
manufacturer’s statement, presuming the ethics committee issues a favourable opinion on the 
proposed trial including its review of the clinical investigation plan. For devices of types IIa, IIb, III there 
is normally a 60 day waiting period after negotiation29. Member states however may authorise the 
manufacturer to commence a clinical investigation if the ethics committee has issued a favourable 
opinion on the programme of investigation in question, including its review of the clinical investigation 
plan30. 

9.4.2 Providing the Correct Documentation for Devices used in Clinical 
Investigations  

In addition to producing the statement described above manufacturers must provide documentation for 
the medical devices that are involved in clinical investigations that meets the following relevant 
requirements31: 

 
• a general description of the product and its intended use; 
• design drawings, methods of manufacture envisaged, in particular as regards sterilisation, and 

diagrams of components, sub-assemblies, circuits, etc.; 
• the descriptions and explanations necessary to understand the above mentioned drawings 

and diagrams and the operation of the product; 
• the results of the risk analysis (with a list of the standards of the relevant national standards32 

if relevant, applied in full or in part, and descriptions of the solutions adopted to meet the 
essential requirements of the directive if the standards referred to have not been applied. See 
section 9.5 for further explanation); 

                                                      
27 See Annex X Section 2.2; Clinical Investigations must be carried out in accordance with the 18th World Medical Assembly in Helsinki 

Finland in 1964 as last amended by the World Medical Assembly. 

28 The essential requirements are contained in Annex I of the directive and are described in detail in Section 9.5 of this report. They are the 

essential requirements that a product must meet before it can be placed on the market. Annex VIII Section 2.2 requires that for clinical 

investigations the manufacturer’s statement must describe how the product specifications meet the essential requirements as laid down in 

Annex I except for those which can not obviously apply by virtue of the fact that the product is currently at the clinical investigation stage.  

29 Article 15.2 
30 See for example Guidance For Manufacturers on clinical Investigations to be Carried Out in the UK -  Updated July 2010 available at: 

http://www.mhra.gov.uk/Publications/Regulatoryguidance/Devices/GuidanceontheECMedicalDevicesDirectives/CON007504 Before devices intended for 

clinical investigation in the UK are made available to a medical practitioner for the purposes of clinical investigation, the manufacturer of the device (or his 

authorised representatives in the European Union) must give 60 days prior notice to the Secretary of State for Health by writing to the UK Competent 

Authority. If, within 60 days of formal acceptance of the Notice, the UK Competent Authority has not given written notice of objection, the clinical investigation 

may proceed. The UK Competent Authority may give such notice of objection on grounds relating to public health or public policy (Medical Devices 

Regulations 2002 section16(4), section 29(3)). 

31 See Annex VIII Section 3.2 There are also requirements for products that contain human blood or animal derivatives, but these are not 

relevant for the reaction project. 

32 Article 5 - Compliance with the Essential Requirements can be presumed if relevant national standards are met – see section CI for further 

details. 
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• it must state whether the device incorporates as an integral part or substance human blood or 
one of its derivatives; 

• It must state whether the device is manufactured utilising tissues of animal origin as referred 
to in Directive 2003/32/EC and that the relevant risk management measures have been taken 
to reduce the risk of cross infection; 

• the results of the design calculations, and of the inspections and technical tests carried out, 
etc. 

 
Copies of the manufacturer’s statement and the documentation should be retained for at least 5 
years33. The product produced by the manufacturer should match the description given in the 
documentation. The manufacturer is obliged to take all necessary steps to ensure that the 
manufacturing process meets that which it described in its statement and in the device’s 
documentation. Manufacturers should be meticulous in ensuring that all required documentation is 
enclosed34. If the manufacturer meets these requirements member states are not permitted to create 
obstacles for the use of a medical device in a clinical investigation35. 

9.4.3 Requirements of the Clinical Investigation 

Clinical investigations themselves must be conducted according to certain principles36.  According to 
the Directive the clinical investigation must be carried out on the basis of an appropriate plan of 
investigation reflecting the latest scientific and technical knowledge in such a way as to be able to 
confirm or refute the claims of the manufacturer37. The procedures used must be appropriate for the 
device in question and the conditions must be similar to the normal conditions of use for the device38. 
All appropriate features including the device’s safety, its performance and its effect on the patients 
must be examined during the investigation39. All adverse events must be fully recorded and 
immediately notified to all competent authorities in the Member State in question. Investigations must 
be carried out under the supervision of an appropriately qualified practitioner who has access to the 
technical and clinical data regarding the device and in an appropriate environment. The practitioner’s 
report must be signed and contain a critical evaluation of all the data collected during the 
investigation40. As a result of the recent amendment of this directive, manufacturers are obliged to 
keep this report ‘at the disposal of the competent authorities’41. 

Manufacturers are obliged to notify the authorities of the termination of clinical investigations, with a 
justification if a trial was terminated early. If such termination was on safety grounds such a 
termination must be communicated to the relevant authorities of all member states and the 
Commission42.   

 

                                                      
33 Ibid. The requirements are greater for implantable devices, being 15 years. This would presumably apply to any pump used in a closed 

loop system. 

34 The Medicines and Health Care Projects Regulatory Agency in the UK states for example that a significant amount of applications 

encounter problems because they are missing documentation. See http://www.mhra.gov.uk/Howweregulate/Devices/Clinicaltrials/index.htm 

35 Article 4(2) 

36 Article 15(5) 

37 Annex X  Section 2.3.1 

38 Annex X  Section 2.3.2 

39 Annex X  Section 2.3.3 

40 Annex X  Sections 2.3.5 – 2.37 

41 This was a result of Directive 2007/47/EC which came into force in March 2010.. See also Donawa., M “New European Device Clinical 

Requirement: Part 2”  European Medical Device Technology, February 2010.  

42 Article 15(7) 
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9.5 Essential Requirements 

9.5.1 General Design Requirements 

In order to be placed onto the market devices must meet the ‘essential requirements’ of the directive43. 
Devices intended for clinical investigation must also meet the directive’s essential requirements; 
however with the obvious exception of those it is not possible to do so because the device in question 
is still at the investigation stage. The manufacturer of a device must include a description of how the 
product in question complies with the general requirements in its statement to relevant authorities of a 
member state when applying for a clinical investigation44 or to be placed on the market45. In addition to 
meeting the requirements laid down in the ‘Essential Requirements of the Medical Device Directive  
member states must assume that a medical device is compliant with the ‘essential requirements’ if it 
meets the relevant national standards adopted pursuant to the harmonized standards, the references 
of such having been published in the Official Journal of the European Communities46. Member States 
are obliged to publish the references of such national standards. 

The primary aim is to ensure that devices are manufactured is such a way as to not compromise the 
clinical conditions of the patient, in addition to the safety and the health of those using such devices. 
Any risks that are created by the use of a device (including side affects47) must be acceptable when 
weighed against the benefits to the patient and be compatible with a high level of health and safety48. 
In order to achieve this, risks arising out of the ergonomic nature of the project must be considered in 
addition to the technical knowledge, experience and education of users and where applicable the 
physical condition of users. The solutions selected by the manufacturer must conform to recognised 
safety principles taking account of the state of the art49. The following principles should be applied by 
the manufacture (in the following order) in order to achieve this; 

 
• To eliminate or reduce risks in so far as is possible using an inherently safe design and 

construction; 
 

• To take protection measures where appropriate including alarms if necessary, in relation to 
risks that cannot be eliminated; 

 
• Users should be informed of any residual risks that cannot be eliminated by the protection 

measures adopted. 
 
All devices should achieve the performances intended by the manufacturer and should be designed 
and packaged in such a manner as to be suitable for one of the functions described in the definition of 
a ‘medical device’50. These aspects of a device should be expected even with all the stresses and 
strains of normal use. Devices should be designed, manufactured and packed so that their 
performance during their intended use will not be adversely affected during transport (including the 
products instructions)51. The pages below describe the responsibilities of manufacturers with regards 
to several specific but important aspects of the medical devices. 

 
 

                                                      
43 Article 3 

44 See Annex VIII Section 2.2 and Fn 16 

45 Article 2 

46 Article 5 Reference to harmonised standards also includes the monographs of the European Pharmacopoeia on Surgical Sutures and on 

interaction between medicals products and materials used in devices contained in such medical products, the references of which have been 

published in the Official Journal of European Communities. 

47 Annex I Section 6 

48 Annex I Section 1 

49 Annex I Section 2 

50 Annex I Section III 

51 Annex I Section 5 
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9.5.2 Requirements Linked to Specific Hazards 

In addition to the generalised requirements described above the directive contains a number of 
requirements in order to ensure against more specific hazards. 

Chemical, Physical and biological properties 

The manufacturer must pay close attention to the choice of materials, with regards to such issues as 
flammability, the compatibility with biological tissues, and where appropriate the results of biophysical 
or modelling research. The design, manufacture and packaging must minimize risk of contamination in 
the transport, storage and use of devices. Particular attention should be paid to such problems that 
might arise with regards to exposed tissues and should take into account the nature and length of 
exposure52. Design should also take into account all foreseeable interaction with other substances 
during the normal use of the device. If a device is designed to administer medicinal products it must be 
designed to be compatible with such products according to the previsions and restrictions governing 
such products, allowing such products to function normally. 

Special requirements exist if a medical device incorporates as an integral part a medicinal product. If 
the substance acts in an ancillary manner upon the body to a medical device it must meet the 
requirements laid out in Directive 2001/83/EC, the quality, safety and usefulness of the substance 
must be verified by analogy with the methods specified in Annex 1 of that directive. The relevant 
notified body is then obliged to verify the usefulness of the substance, taking into account the purpose 
of the relevant device, and then seek a scientific opinion from one of the competent authorities 
designated by the member states or the European Medicines Agency acting through its committee in 
accordance with regulation (EC) No 726/200453 Such an opinion will be based upon the quality and 
safety of the substance including the benefit/risk profile of the incorporation of the substance into the 
device as determined by the notified body. If a device incorporates a human blood derivative the 
notified body must also seek an opinion on a similar basis. The notified body should be notified of any 
changes made to a medical device. It will then have to consult the medicines authority involved in the 
initial consultation in order to confirm that the ancillary substance retains the same level of quality and 
safety. All devices must be designed so as to minimise the risk due to the leakage of substances from 
them54. If the parts of the device are intended for use with the treatment of children, pregnant or 
nursing women, the manufacturer must provide a specific justification for the use of substances. The 
manufacturer should also provide information in its documentation on residual risks for these patient 
groups and if available any precautionary measures that should be taken. 

Infection and Microbial Contamination 

Devices must be designed to eliminate risks, insofar as is possible to the users of the device and to 
third parties from infection. The design must however allow easy handling but where needed minimise 
the risks of contamination of the device by the patient during use or vice versa55. Devices should be 
manufactured and sterilised by an appropriate and validated method and under appropriate 
conditions56. Again there are specific requirements for devices that use tissues of animal origin57. 
Devices which are to be delivered in a sterile state must be designed, manufactured and packaged in 
a non reusable bag or according to the relevant procedures to ensure that they are sterile when 
placed on the market and remain so throughout transport and storage and until the protective 
packaging is opened. If the device is to be sterilised prior to use, the packaging should still aim to keep 

                                                      
52 Annex I Section 7 

53 regulation (EC) No 726/2004 lays down community procedures for the Authorisation and Supervision of Medicinal Products for Human 

and Veterinary use and establishes a European Medicines Agency. 

54 Annex I Section 7.5. Special Attention must be given to substances that are carcinogenic, mutagenic or toxic to reproduction in 

accordance with Annex I of Council directive 67/548/EEC of 27 June 1967 

55 Annex I Rule 8.1 

56 Annex I Rule 8.4 and 8.5 

57 Annex I Rule 8.1 – The tissues must come from animals that have been subject to veterinary controls and surveillance. Processing of such 

tissues should be carried out in a manner that would provide optimal security. 
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microbial contamination to a minimum58. Packaging and labelling of devices should clearly distinguish 
between identical or similar products sold in both sterile and non sterile conditions59. 

Construction and Environmental Properties 

A device should be designed in a way that (if intended) it can be used in combination with other 
devices and not impair its, or their intended function60. If such restrictions are unavoidable they should 
be clearly labelled or included with the device’s instructions. All devices must be designed to reduce 
risk of fire or explosion, particularly those intended for uses where exposure to flammable or 
combustible substances is possible61. Devices should be designed so as to avoid or minimise the 
following risks;62 

 
• risk of injury, taking into account volume/pressure ratio, dimensional and where appropriate 

ergonomic features; 
 

• risks connected with reasonably foreseeable environmental conditions such as magnetic 
fields, external electrical influences, electrostatic discharge, pressure, temperature or 
variations in pressure; 

 
• risk of interference with other devices normally used in similar investigations or treatments as 

the device in question; 
 

• risks arising where maintenance or calibration is not possible. Care should be taken to avoid 
risks brought about by the aging of materials or the loss of accuracy any measuring or control 
mechanism. 

 

Devices with a Measuring Function 

Such devices must be designed to provide appropriately sufficient levels of accuracy and stability for 
the intended use of the device in question. The limits of a device’s accuracy should be clearly stated 
by a manufacturer63. Measurement, monitoring and display scales must be designed in line with 
ergonomic principles taking account of the device’s intended use64. Measurements made by the 
device should be expressed in the correct legal units65. 

Protection against Radiation 

Devices should be designed and manufactured in such a way to avoid the exposure of patients to 
radiation, taking into account the intended use of the device. Different rules exist for devices that are 
intended to expose patients to radiation and those which are not66. For devices where such emissions 
are intended, the user must be able to control the level of such radiation. Instructions should advise 
users in a detailed manner of such radiation emission67. Where such exposure is not intended the 
manufacture of a device should be carried out so as to reduce such risks as much as is possible.  The 

                                                      
58 Annex I Rule 8.6 

59 Annex I Rule 8.7 

60 Annex I Rule 9.1 

61 Annex I Rule 9.3 

62 Annex I Rule 9.2 

63 Annex I Rule 10.1 

64 Annex I Rule 10.2 

65 Such units are expressed in Council Directive 80/181/EEC 

66 Annex I Rules 11.2.1 and 11.2.2 

67 Annex I Rule 11.4 
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directive also provides requirements for devices intended to emit ionising radiation, for treatment, 
diagnostic and therapeutic purposes.68. 

Requirements for Medical Devices Connected to or Equipped with an Energy Source 

Devices incorporating systems that are electronically programmable must be designed to ensure the 
repeatability, reliability and performance of their systems according to their intended use69. Devices 
that include software, or are software themselves, must be validated according to the state of the art, 
taking into account the principles of development lifecycle, risk management, validation and 
verification. If devices are dependent upon an internal power supply those devices must be equipped 
with a means of determining the state of such a supply. If the device is dependent upon an external 
power supply the device should be equipped with an alarm mechanism to indicate disruption to that 
supply. In addition if the device is meant to monitor clinical parameters of a patient, of which problems 
could lead to deterioration or death, it should be fitted with alarm systems to alert the patient of such 
situations. It is important that devices are designed and manufactured in such a way to avoid the 
creation of electromagnetic fields, which could interfere with the operation of other devices or 
equipment in the usual environment. The risk of electric shock should also be minimised as much as is 
possible through the design and manufacture of devices. The directive is also concerned with potential 
mechanical and thermal risks from such powered devices.  The manufacturer should ensure that 
terminals and connectors to energy sources are designed in such a way to minimise risk. Devices are 
expected to be designed and manufactured to exclude as much as is possible risks associated with: 

 
• Resistance, stability and moving parts; 

 
• Vibrations; 

 
• Noise; 

 
• Heat from accessible parts of the device. 

 
Devices that intended to supply energy to the patient should be designed in such a way that the flow 
of energy can be set or maintained at a rate that is safe for the patient. Such devices should also be 
fitted with a means for detecting problems with the flow rate. Manufacturers should incorporate 
suitable properties to prevent accidental releases of excessive amounts of energy or substances. 
Devices that have visual systems or instructions indicating the required parameters for its operation 
should present such information in a way that is readily understandable to both the user and, if 
appropriate, the patient. 

9.5.3 Information Supplied by the Manufacturer 

All devices must be accompanied by the information needed for safe and proper use, taking into 
account the training and knowledge of potential users70. The information available should also allow 
the manufacturer to be identified. Such information should be composed of a label and also 
instructions for use. If possible the information should be set out on each unit or packaged with each 
unit. If this is not practicable a leaflet should be sent with one or more devices. Instructions should be 
included in the packaging for every device. This is however not required for devices in Classes I or IIa 
which can be used safely without such instructions. Where symbols are used they must conform to 
harmonised standards. If no such standards exist the symbols must be clearly described in the 
documentation supplied with the device.  

 
 
 

                                                      
68 See Annex I Rule 11.5 – Such devices should be designed so that where possible the user is able to control the quantity, geometry and 

quality of radiation emitted.  With regard to devices that emit ionising radiation for treatment, diagnostic and therapeutic purposes, the 

directive states that such devices should be designed and manufactured in such a way as to achieve appropriate results. 

69 Annex I rule 12 

70 Annex I Rule 13 
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Labels  

Labels are required to display the following information (if applicable): 
 

• the name or trade name and address of the manufacturer71;  
 

• the details strictly necessary to identify the device and the contents of the packaging, 
especially for the users; 

 
• were appropriate, the word ‘STERILE’; 

 
• where appropriate, the batch code, preceded by the word ‘LOT’, or the serial number; 

 
• where appropriate, an indication of the date by which the device should be used safely, 

expressed as the year and month; 
 

• where appropriate, an indication that the device is for single use. A manufacturer's indication 
of single use must be consistent across the Community; 

 
• if the device is custom-made, the words ‘custom-made device’; 

 
• if the device is intended for clinical investigations, the words ‘exclusively for clinical 

investigations’; 
 

• any special storage and/or handling conditions; 
 

• any special operating instructions; 
 

• any warnings and/or precautions to take; 
 

• year of manufacture for active devices other than those supplied with a use by date72; 
 

• where applicable, method of sterilization; 
 

• an indication that the device contains a human blood derivative (if that is the case). 
 
If the purpose of the device is not obvious to the user, the manufacturer is obliged to clearly state it on 
the label and in the instructions for use. The devices and attachable components must be identified, 
where appropriate in terms of batches to allow all appropriate action to detect and risk posed by such 
detachable components. 

Instructions for Use 

Instructions for use are required to contain the following particulars73: 

 
• The same date required to be placed on labels except for batch number and use by date (if 

appropriate); 
 

• The expected performances of the device and any undesirable side effects; 
 

• If the device must be installed with or connected to other medical devices or equipment in 
order to operate as required for its intended purpose, sufficient details of its characteristics to 
identify the correct devices or equipment to use in order to obtain a safe combination; 

                                                      
71 For devices imported into the Community, in view of their distribution in the Community, the label, or the outer packaging, or 

instructions for use, shall contain in addition the name and address of the authorised representative where the manufacturer does not have a 

registered place of business in the Community; 

72 This indication may be included in the batch or serial number. 

73 Annex I rule 13.6 
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• All the information needed to verify whether the device is properly installed and can operate 

correctly and safely, plus details of the nature and frequency of the maintenance and 
calibration needed to ensure that the device operate properly and safely at all times; 

 
• Where appropriate, information to avoid certain risks in connection with implantation of the 

device; 
 

• Information regarding the risks of reciprocal interference posed by the presence of the device 
during specific investigations or treatment; 

 
• The necessary instructions in the event of damage to the sterile packaging and, where 

appropriate, details of appropriate methods of re-sterilisation; 
 

• If the device is reusable, information on the appropriate processes to allow reuse, including 
cleaning, disinfection, packaging and, where appropriate, the method of sterilization of the 
device to be re-sterilised, and any restriction on the number of reuses. Where devices are 
supplied with the intention that they be sterilized before use, the instructions for cleaning and 
sterilization must be such that, if correctly followed, the device will still comply with the basic 
principles of the essential requirements74. 

 
• If the device bears an indication that the device is for single use, information on known 

characteristics and technical factors known to the manufacturer that could pose a risk if the 
device were to be re-used75.  

 
• Details of any further treatment or handling needed before the device can be used (for 

example, sterilization, final assembly, etc.); 
 

• In the case of devices emitting radiation for medical purposes, details of the nature, type, 
intensity and distribution of such radiation. 

 
The instructions for use must also include details allowing the medical staff to brief the patient on any 
contra-indications and any precautions to be taken. These details should cover in particular: 

 
• Precautions to be taken in the event of changes in the performance of the device; 

 
• Precautions to be taken as regards exposure, in reasonably foreseeable environmental 

conditions, to magnetic fields, external electrical influences, electrostatic discharge, pressure 
or variations in pressure, acceleration, thermal ignition sources, etc.; 

 
• Adequate information regarding the medicinal product or products which the device in 

question is designed to administer, including any limitations in the choice of substances to be 
delivered; 

 
• Precautions to be taken against any special and unusual risks related to the disposal of the 

device; 
 

• Medicinal substances, or human blood derivatives incorporated into the device as an integral 
part; 

 
• The degree of accuracy claimed for devices with a measuring function; 

 
• The date of issue or the latest revision of the instructions for use. 

 
                                                      
74 These are laid out in Annex I Section 1 and described in section CI of this document. 

75 If in accordance with Section 13.1 (i.e. Class I and IIa devices)  no instructions for use are needed, the information must be made 

available to the user upon request; 
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9.6 Conclusion on Application of MDD to REACTION Project 

Various components of REACTION fit the definition of a ‘medical device’. These include a possible 
blood sugar measuring patch technology76 and software and networking technology. For these, 
regulation will be guided by the principles of the MDD.  In order to be legally used in clinical 
investigations a manufacturer must apply to the relevant competent authorities77 for the Member State 
concerned. This application involves several important requirements. The manufacturer must include 
the required documentation and labels with the device. The manufacture must also provide a 
statement to the relevant competent authorities indicating how it has complied with the essential 
requirements of the MDD (except those essential requirements that only apply where a device is being 
placed on the market after a clinical investigation). If the manufacturer has included all documentation 
needed to show such compliance, authorisation from the competent authority of the member state in 
question can be granted. 

 
 
 
 

 
 
 
 
 

                                                      
76 Interestingly it is stated that a medical device should not “achieve its principal intended action in or on the human body by pharmacological, immunological 

or metabolic means, but may be assisted in its function by such means.” It would seem that this definition would certainly catch the software, networking and 

telecommunications strategy used in the reaction platform. It also seems likely that the proposed patch in reaction could be deemed a medical device as 

although it operates ‘on’ the body it does not achieve its action by pharmacological, immunological or metabolic means, as rather than influencing the 

metabolic process itself, the patch would be passively monitoring it. 

77 See Section 11 of this document for a list of the relevant competent authorities in each member state. 



D7-5 Safety Issues in REACTION Applications REACTION (FP7 248590) 

VERSION 1.2 36 of 49 DATE 2010-12-02 

10. Bibliography 

[B1] IEC 60601-1 Ed.3 (2005) Medical electrical equipment - Part 1: General requirements for basic safety and 
essential performance 

[B2] IEC 60601-1-1 Ed.2 (2000): Medical electrical equipment - Part 1-1: General requirements for safety - 
Collateral standard: Safety requirements for medical electrical systems 

[B3] IEC 60601-2-XX Medical electrical equipment - Part 2-XX: Particular requirements for the basic safety 
and essential performance for specific device XX 

[B4] IEEE 11073-30400:2010 Standard for Health informatics - Point-of-care medical device communication - 
Interface profile - Cabled Ethernet 

[B5] Specification of the Bluetooth System, version 2.1. http://www.bluetooth.com 

[B6] Health Device Profile V10r00. http://www.bluetooth.com 

[B7] Zigbee Specification Document 053474r17. http://www.zigbeealliance.org 

[B8] Health Care Profile Specification 075360. http://www.zigbeealliance.org 

[B9] Universal Serial Bus Specification, Revision 2.0, April 27, 2000, http://www.usb.org. 

[B10] USB Device Class Definition for Personal Healthcare Devices. http://www.usb.org. 

[B11] EN300-220-2 Electromagnetic compatibility and Radio spectrum Matters (ERM); Short Range Devices 
(SRD); Radio equipment to be used in the 25 MHz to 1 000 MHz frequency range with power levels 
ranging up to 500 mW; Part 2: Harmonized EN covering essential requirements under article 3.2 of the 
R&TTE Directive 

[B12] IEEE 11073-20601:2008 Health informatics—Personal health device communication - Application 
profile - Optimized Exchange Protocol 

[B13] ISO/IEEE 11073-10101, Health Informatics – Point of Care medical device communication™ – Part 
10101: Nomenclature, First edition, December 15, 2004. 

[B14] IEEE 11073-104XX Health informatics—Personal health device communication – Device Specialization 
- XX 

[B15] IEC 80001-1 Application of risk management for IT Networks incorporating medical devices - Part 1: 
Roles, responsibilities 

[B16] ISO 14971:2007 Medical devices – Application of risk management to medical devices 

[B17] Callens., Stefaan, ‘The EU Legal Framework on E-health’ in Mossailos., E, Permanand., G, Baeten., R, 
Hervey., T ,“Health Systems Governance in Europe” Cambridge University Press (2010) 

[B18] Donawa., M, ‘ Proposed Amendments for the Medical Device Directives’ Medical Device technology 
January/February 2006 

[B19] Kent., J & Faulkner., A ‘Regulating human implant technologies in Europe-understanding the new era in 
medical device regulation’ Health,  Risk & Society, Vol. 4, No. 2, 2002 

[B20] Ludgate., S & Potter., S ‘European directives on medical devices’ BMJ Volume 307 Page 459 1993 

[B21] Spencer., SS, Nicklin., YA, Wickramasinghe, Nevel, A and Ellis., SJ  ‘An essential ‘health check’ for all 
medical devices’ Clinical Medicine Vol. 3 No 6 November/December 2003 



D7-5 Safety Issues in REACTION Applications REACTION (FP7 248590) 

VERSION 1.2 37 of 49 DATE 2010-12-02 

 

Reports 

[B22] Communication from the Commission to the Council and the European Parliament on Medical Devices 
Brussels, 02.07.2003 COM(2003) 386 final 

[B23] Guidance for Manufacturers on Clinical Investigations to be Carried Out in the UK - (MHRA) Updated 
July 2010  

 

Directives 

[B24] The Medical Devices Directive (MDD) 93/42/EEC (as amended by Directive 2007/47/EC),  

[B25] The Active Implantable Medical Devices Directive (AIMD) 90/385/EEC (as amended by Directive 
2007/47/EC)  

[B26] The In Vitro Diagnostic Medical Devices Directive (IVDMD 98/79/EEC.  

[B27] Directive 2000/70/EC of the European Parliament and of the Council of 16 November 2000 

[B28] Directive 2001/104/EC of the European Parliament and of the Council of 7 December 2001 

[B29] Regulation ( EC) No 1882/2003 of the European Parliament and of the Council of 29 September 2003 

[B30] Directive 2007/47/EC of the European Parliament and of the Council of 5 September 2007 

 

 



D7-5 Safety Issues in REACTION Applications REACTION (FP7 248590) 

VERSION 1.2 38 of 49 DATE 2010-12-02 

11. List of Contact Points within the National Competent 

Authorities 

This annex contains a list of the relevant contacts within the competent authorities of each member 
state78. 
 
Austria 
 
Federal Ministry of Health 
Dept. Pharmaceuticals and Medical Devices 
AIMDD 
MDD 
IVDMD 
Dr. Wolfgang Ecker 
Dr. Martin Renhardt 
Ing. Andreas Gutruf 
meddev@bmgf.gv.at 
www.bmgf.gv.at 
Radetzkystrasse 2 
1030 Wien/Vienna 
Tel: +43 1 71100 4206 / 4487 / 4602 
Fax: +43 1 7134404 2183 
 
Federal Agency for Medicines and Health Products Health Products Division 
AIMDD 
MDD 
Head of the Medical 
Device Unit : 
Mr Wim Penninckx 
Co-ordinator of MD Unit : 
Mrs. Frédérique Meulders 
meddev@fagg.be 
www.fagg.be 
Place Victor Horta 40, boîte 40 
B - 1060 Brussels 
Tel: + 32 2 524.83.22 
Fax: + 32 2 524.81.20 
 
Belgium 
 
Scientific Institute Public Health 
Department of Clinical Biology 
IVDMD 
Dr.Sc.Biol. Christel Van 
Campenhout 
Dr. Anne Van Nerom, 
DVM 
Christel.VanCampenhout@wiv-isp.be 
Anne.VanNerom@wiv-isp.be 
J. Wytsmanstraat, 14 
B-1050 Brussels 
Tel: + 32 2 642 55 40 
Fax: +32 2 642 56 45 
 

                                                      
78 Taken from the EU Commission web site see: http://ec.europa.eu/consumers/sectors/medical-devices/files/list-of-contact-points-within-

the-national_en.pdf 
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Bulgaria 
 
Bulgarian Drug Agency Department Medical 
Devices 
AIMDD 
MDD 
IVDMD 
Head of Department: 
Dr. Lyubomir Dimitrov 
Rumena Kamburova 
Todor Darakchiev 
lyubomir.dimitrov@bda.bg, 
roumena.kambourova@bda.bg 
darakchiev@bda.bg 
www.bda.bg 
8 Damyan Gruev Str. 
BG - 1303 Sofia 
Tel: +359 2 890 35 11 
Fax: +359 2 890 34 340 
 
Cyprus 
 
Cyprus Medical Devices Competent 
Authority 
AIMDD 
MDD 
IVDMD 
Stelios Christofides 
Andrie Stylianou 
cymda@mphs.moh.gov.cy 
Prodromou 1 & Chilonos 17 Corner 
CY - 1449 Nicosia 
Tel: +357 22 605572 
 
Czech Republic 
 
Ministry of Health 
AIMDD 
MDD 
IVDMD 
Danuše Drahotová 
Pavel Sroub 
danuse.drahotova@mzcr.cz 
pavel.sroub@mzcr.cz 
www.mzcr.cz 
Palackého náměstí 4, 
CZ - 12801 Prague 2 
Tel: +420 224 972 735 
Tel: +420 224 972 738 
Tel: +420 224 972 363 
Fax: +420 224 916 002, 
 
Denmark 
 
Danish Medicines Agency 
Inspection & Medical Devices 
AIMDD 
MDD 
IVDMD 
Ellen Jespersen 
Hans-Kristian Andersen 



D7-5 Safety Issues in REACTION Applications REACTION (FP7 248590) 

VERSION 1.2 40 of 49 DATE 2010-12-02 

med-udstyr@dkma.dk 
www.medicinskudstyr.dk 
www.medicaldevices.dk 
Axel Heides Gade 1 
DK - 2300 – Kobenhavn 
Tel: +45 44 88 97 75  
Fax: +45 44 88 95 99 
 
Estonia 
 
Health Board 
Medical Devices Department 
AIMDD 
MDD 
IVDMD 
Dr. Andrei Knuut 
MSO@terviseamet.ee 
www.terviseamet.ee 
1a Põllu st., 
EE - Tartu 50303 
Tel:+372 737 44 99 
Fax: +372 737 44 08 
 
Finland 
 
Valvira - National Supervisory Authority for 
Welfare and Health 
AIMDD 
MDD 
IVDMD 
Dr. Jussi Holmalahti 
Director 
Jussi.holmalahti@valvira.fi 
kirjaamo@valvira.fi 
www.valvira.fi 
Lintulahdenkuja 4, 
P.O.Box 210 
FIN - 00531 Helsinki 
Tel: +358 9 772 920 
Fax +358 9 772 2138 
 
France 
 
Agence française de sécurité sanitaire des 
produits de santé (AFSSAPS) 
AIMDD 
MDD 
IVDMD 
Dr. Jean-Claude Ghislain 
dedim.ugsv@ 
afssaps.sante.fr 
www.afssaps.fr 
143-147 boulevard Anatole France 
FR - 93285 Saint Denis Cedex 
Tel: +33 1 55 87 4271 
Fax: +33 1 55 87 37 42 
 
Germany 
 
Federal Ministry of Health 
AIMDD 
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Legislation 
Mr. Wilfried Reischl 
Dr. Matthias Neumann 
medizinprodukte@ 
bmgs.bund.de 
www.bmgs.bund.de 
Am Propsthof 78a 
D - 53123 Bonn 
Tel: + 49 228 941-1180 (W. Reischl) 
Tel: + 49 228 941-2636 (Dr. M. Neumann) 
Fax: + 49 228 941-4946 
 
Zentralstelle der Länder für 
Gesundheitsschutz bei Arzneimitteln und 
Medizinprodukten (ZLG) 
AIMDD 
Designating Dr. Rainer Edelhaeuser 
zlg@zlg.nrw.de 
www.zlg.de 
Tel: + 49 228 97794-0 
Fax:+ 49 228 97794-44 
 
Federal Institute for Drugs and Medical 
Devices 
AIMDD 
CA Dr. Ekkehard Stößlein 
medizinprodukte@ 
bfarm.de 
www.bfarm.de 
Kurt Georg Kiesinger Allee 3 
D - 53175 Bonn 
Tel:+ 49 228 207 5384 
Fax + 49 228 207 5300 
 
Federal Ministry of Health 
MDD 
Legislation 
Mr. Wilfried Reischl 
Dr. Matthias Neumann 
medizinprodukte@ 
bmgs.bund.de 
www.bmgs.bund.de 
Am Propsthof 78a 
D - 53123 Bonn 
Tel: + 49 228 941-1180 (W. Reischl) 
Tel: + 49 228 941-2636 (Dr. Neumann) 
Fax: + 49 228 941-4946 
 
Zentralstelle der Länder für 
Gesundheitsschutz bei Arzneimitteln und 
Medizinprodukten (ZLG) 
MDD 
Designating Dr. Rainer Edelhaeuser 
zlg@zlg.nrw.de 
www.zlg.de 
Tel: + 49 228 97794-0 
Fax: + 49 228 97794-44 
 
Federal Institute for Drugs and Medical 
Devices 
MDD 
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CA Dr. Dirk Wetzel 
medizinprodukte@ 
bfarm.de 
www.bfarm.de 
Kurt Georg Kiesinger Allee 3 
D - 53175 Bonn 
Tel: +49 228 207 5235 
Fax: +49 228 207 5300 
 
Federal Ministry of Health 
IVDMD 
Legislation 
Mr. Wilfried Reischl 
Dr. Matthias Neumann 
medizinprodukte@ 
bmgs.bund.de 
www.bmgs.bund.de 
Am Propsthof 78a 
D - 53123 Bonn 
Tel: + 49 228 941-1180 (W. Reischl) 
Tel: + 49 228 941-2636 (Dr. Neumann) 
Fax: + 49 228 941-4946 
 
Zentralstelle der Länder für 
Gesundheitsschutz bei Arzneimitteln und 
Medizinprodukten (ZLG) 
IVDMD 
Designating Dr. Rainer Edelhaeuser 
zlg@zlg.nrw.de 
www.zlg.de 
Tel: + 49 228 97794-0 
Fax: + 49 228 97794-44 
 
Federal Institute for Drugs and Medical 
Devices 
IVDMD 
CA Dr. Rüdiger Siekmeier 
medizinprodukte@ 
bfarm.de 
www.bfarm.de 
Kurt Georg Kiesinger Allee 3 
D53175 Bonn 
Tel: + 49 228 207 5360 
Fax: + 49 228 207 5300 
 
Paul Ehrlich Institute 
Section Pharmacovigilance 2 
IVDMD2 
CA 
Dr. Markus Funk 
Jochen Halbauer 
pharmacovigilance2@pei.de 
www.pei.de 
Paul-Ehrlich-Strasse 51-59 
D - 63225 Langen 
Tel: +49- 6103 77 3115 (Dr. Funk) or 
Tel: +77 3114 (J. Halbauer) 
Fax: +49- 6103 77 1268 
 
Greece 
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National Organization for Medicines 
AIMDD 
MDD 
IVDMD 
Mrs. Maria Perpiraki 
perpiraki@eof.gr 
www.eof.gr 
284 Mesogion Ave 
GR- 15562 Holargos, Athens 
Tel: +30 21 06 50 74 07 
Fax: +30 21 06 50 74 50 
 
Hungary 
 
Authority for Medical Devices Budapest 
AIMDD 
MDD 
IVDMD 
Peter Bunyitai 
p.bunyitai@eekh.hu 
amf@eekh.hu 
Arany J. u. 6-8., 
Budapest, H-1051 Hungary 
Tel: +36 1 302 5060 
Fax: +36 1 269 1255 
 
Iceland 
(EFTA) 
 
Directorate of Health 
AIMDD 
MDD 
IVDMD 
Mrs. Anna Bjorg Aradottir 
annabara@landlaeknir.is 
www.landlaeknir.is 
Austurstrond 5, 
IS - 170 Seltjarnarnes 
Tel: + 354 510 1900 
Fax: +354 510 1919 
 
Ireland 
 
Irish Medicines Board. 
AIMDD 
MDD 
IVDMD 
Ms. Ann O'Connor 
medicaldevices@imb.ie 
www.imb.ie 
Kevin O’Malley House 
Medical Devices Department 
Earlsfort Centre, Earlsfort Terrace 
IE - Dublin 2 
Tel: +353-1-6764971 
Fax: +353-1-6344033 
AIMDD 
MDD 
Head of Unit 3 
Dr.Annamaria Donato 
an.donato@sanita.it 
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Italy 
 
Ministry of Labour, Health and Social 
Affairs, 
Department of Innovation 
Directorate General of Medicine and 
Medical Devices 
IVDMD 
Head of Unit 4 
Dr.Giovanna Nisticò 
g.nistico@sanita.it 
via Giorgio Ribotta 5, 
IT - 00144 Roma 
Tel: +39 06 5994 3063 
Fax: +39 06 5994 3776 
Tel: +39 06 5994 3809 
Fax: +39 06 5994 3266 
 
Latvia 
 
State Agency of Medicines 
AIMDD 
MDD 
IVDMD 
Deputy Director 
Dace Ķikute 
Dace.kikute@zva.gov.lv 
info@zva.gov.lv 
15 Jersikas street, 
LV - 1003 Riga 
Tel: +371 67078424 
Tel: +371 67078467 
 
Liechenstein 
(EFTA) 
 
Amt für Gesundheit 
AIMDD 
MDD 
IVDMD 
R. Kieber reto.kieber@ag.llv.li 
Äulestrasse 51 
Postfach 684 
FL - 9490 Vaduz 
Tel: +423 236 66 33 
Fax: +423 236 75 64 
 
Lithuania 
 
The State Health Care Accreditation Agency 
under the Ministry of Health of the Republic 
of Lithuania 
AIMDD 
MDD 
IVDMD 
Director: 
Prof. Juozas Galdikas 
juozas.galdikas@vaspvt.gov.lt 
Common email: vaspvt@vaspvt.gov.lt 
www.vaspvt.gov.lt 
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Zalgirio str. 92 
LT- 09303 Vilnius 
Tel: +370 5 261 51 77 
Fax: +370 5 212 73 10 
 
Luxembourg 
 
Ministère de la Santé 
Direction de la Santé 
AIMDD 
MDD 
IVDMD 
Dr Gérard Scharll 
gerard.scharll@ms.etat.lu 
www.etat.lu/MS/ 
Villa Louvigny - allée Marconi 
L - 2120 Luxembourg 
Tel: +352 478 56 34 
Fax: +352 26 20 32 96 
 
Malta 
 
Consumer and Industrial Goods 
Directorate Malta Standards Authority 
AIMDD 
MDD 
IVDMD 
Tristan Camilleri 
David Pulis 
david.pulis@msa.org.mt 
tristan-charles.camilleri@msa.org.mt 
www.msa.org.mt 
2nd Floor Evans Building 
Merchants Street 
MT - Valletta VLT 03 
Tel: +356 21242000 
Fax +356 21242406 
 
Netherlands 
 
Vigilance 
Dutch Healthcare Inspectorate 
AIMDD 
MDD 
IVDMD 
Mr. Jan Moleveld 
Ms. Laura de Vries 
loket@igz.nl 
www.igz.nl 
Postal address: P.O. Box 2680 
NL - 3500 BS Utrecht 
Visitors address: St. Jacobstraat 16 
NL - 3511 BS Utrecht 
Tel: +31 88 120 5000 
Fax: +31 88 120 5001 
 
Notification/Registration 
CIBG Farmatec-BMC 
AIMDD 
MDD 
IVDMD 
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Ms. Joan Deckers PhD 
Medische_hulpmiddelen@minvws.nl 
www.farmatec.nl 
Postal address: PO box 16114 
NL - 2500 BC The Hague 
Visitors address: Wijnhaven 16 
NL - 2511 GA Den Haag 
Tel: +31 70 340 5200 
Fax: +31 70 340 7426 
 
Norway 
(EFTA) 
 
Sosial- og helsedirektoratet Norwegian 
Directorate for Health and Social Affairs 
AIMDD 
MDD 
IVDMD 
Mrs. Ingeborg Hagerup- 
Jenssen 
Mr. Bjørn Kristian Berge 
meddev-no@shdir.no 
www.shdir.no 
P.O. Box 7000 ST. Olavplass 
N - 0130 Oslo 
Tel: +47 24 16 31 05 
Fax +47 24 16 30 21 
 
Legislation - Designation of NBs 
AIMDD 
MDD 
IVDMD 
Mr. Sebastian Migdalski 
s.migdalski@mz.gov.pl 
www.mz.gov.pl 
Ministry of Health 
Miodowa 15 
PL - 00-952 Warsaw 
Tel: +48 22 6349324 
Fax +48 22 8316557 
 
Poland 
 
AIMDD 
Competent Authority 
Office for Registration of Medicinal 
Products, Medical Devices and Biocidal 
Products 
MDD 
IVDMD 
Mrs.Joanna Kilkowska 
Mr. Andrzej Karczewicz 
joanna.kilkowska@urpl.gov.pl 
andrzej.karczewicz@urpl.gov.pl 
www.urpl.gov.pl 
Zabkowska 41 
PL - 03 – 736 Warsaw 
Tel: +48 22 492 11 70 
Tel: +48 22 4921190 
Fax: +48 22 4921199 
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Portugal 
 
Infarmed - National Authority of Medicines 
and Health Products, IP 
AIMDD 
MDD 
IVDMD 
Mrs. Judite Neves, 
Pharm.D., 
Director of Health 
Products Directorate 
infarmed@infarmed.pt 
daps@infarmed.pt 
www.infarmed.pt 
Parque da Saúde de Lisboa 
Av. do Brasil, nº 53 
PT - 1749-004 Lisboa 
Tel: + 351 21 798 7100 
Tel: +351 21 798 7235 
Fax: + 351 21 798 7316 
 
Romania 
 
Ministry of Health 
AIMDD 
MDD 
IVDMD 
Ana Tanase 
atanase@ms.ro 
www.ms.ro 
1-3, Cristian Popisteanu Street, 
Sector 1 
RO - 010024, Bucharest 
Tel: +40 21 307 25 81 
Fax: +40 21 307 25 85 
 
Slovenia 
 
Agency for Medicinal Products and Medical 
Devices of the Republic of Slovenia 
AIMDD 
MDD 
IVDMD 
Romana Kajdiz 
meddev@jazmp.si 
romana.kajdiz@jazmp.si 
www.jazmp.si 
Ptujska ulica 21, 
SI-1000 Ljubljana 
Tel: +386 8 2000 500 
Fax: +386 8 2000 510 
 
Slovakia 
 
State Institute for Drug Control 
Medical Devices Section 
AIMDD 
MDD 
IVDMD 
Mr. Marek Slávik slavik@sukl.sk 
Kvetna 11, 
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SK - 825 08 Bratislava 26 
Tel: +421 2 50701307 
Fax: +421 2 55565151 
 
Spain 
 
Ministerio Sanidad y Consumo Agencia 
Espaňola de Medicamentos y Productos 
Sanitarios 
AIMDD 
MDD 
IVDMD 
Mrs. Carmen Abad 
sgps@aemps.es 
www.msc.es 
www.aemps.es 
Parque Empresarial Las Mercedes. 
Edificio 8. C/ Campezo 1 
ES - 28022 Madrid 
Tel: +34918225261 
Fax: +34918225289 
 
Sweden 
 
Medical Products Agency´ 
'Läkemedelsverket' 
Medical Devices 
AIMDD 
MDD 
IVDMD 
Dr. Lennart Philipson 
Mr. Lars Johansson 
meddev.central@mpa.se 
http://www.lakemedelsverket.se/ 
Box 26 
SE-751 03 Uppsala 
Tel: +46 18 174600 
Fax +46 18 503115 
 
Switzerland 
 
Swissmedic 
Medical Devices Division 
IVDMD Dr. Andreas Schlegel 
andreas.schlegel@swissmedic.ch 
materiovigilance@swissmedic.ch 
www.swissmedic.ch/md.asp 
Erlachstr. 8 
CH -3000 Bern 9 
Tel: +41 31 323 22 51 
Fax: +41 31 322 7646 
 
Turkey 
(Candidate) 
 
Ministry of Health 
General Directorate of Pharmacy and 
Pharmaceuticals Biomedical Engineering 
Department 
AIMDD 
MDD 
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IVDMD 
Mr. Bilgehan Karadayi 
Mr. Olgun Sener 
Mrs. Mehtap 
Cakmak Barsbay 
bilgehan.karadayi@saglik.gov.tr 
olgun.sener@saglik.gov.tr 
mehtap.cakmak@saglik.gov.tr 
www.tibbicihaz.saglik.gov.tr 
Atatürk Bulvarı No: 657. Kat Sıhhiye 06343 
Ankara/TURKEY 
Tel: +90 312 3240248 
Fax: +903123240378 
 
United 
Kingdom 
 
Medicines & Healthcare products Regulatory 
Agency (MHRA) 
AIMDD 
MDD 
IVDMD 
Mr. Steve Owen 
steve.owen@mhra.gsi.gov.uk 
www.mhra.gov.uk 
8th Floor 
Market Towers 
1 Nine Elms Road 
UK - London SW8 6NQ 
Tel: + 44 20 7084 3184 
Fax: + 44 20 7084 3112 
 


